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Internet Freedom and Computer Abuse
The Computer Fraud andAbuse Act: TransformationAfter Tragedy
Symposium at University of California,Hastings College of the Law
San Francisco,Friday,March 22, 2013, Keynote Speech
by LOTHAR DETERMANN

The Computer Fraud and Abuse Act ("CFAA") has a bad
reputation.' It is associated with constitutional law challenges 2 and
community outrage.' It played a role in the tragic suicide of Aaron
Swartz, computer programmer, Internet activist and CFAA
defendant.' It has been decried as a basis for abuse of justice,' which
is ironic, given its title and focus on punishing abuse. It has been
* Prof. Dr. Lothar Determann, partner with Baker & McKenzie LLP, practices
technology law and teaches computer, internet and data privacy law at University of
California, Hastings College of the Law, Freie Universitit Berlin, and University of
California, Berkeley School of Law. The author thanks UC Hastings Professor Susan
Freiwald for valuable thoughts and contributions, Matthew Tonner, UC Hastings JD
candidate 2013, Jasmine Braxton, UC Hastings JD candidate 2014, and the Hastings
Communications and EntertainmentJournal staff for valuable assistance with converting
the keynote speech into a written manuscript. As with all speeches and articles, opinions
expressed are those of the author only, not his firm's, clients' or others'.
1. Grant McCool, Computer Fraud and Abuse Act: The 1980s-Era Hacking Law
Out Of Step With Today's Internet, Analysts Say, REUTERS as published in the
HUFFINGTON PosT, (July 29, 2012), available at http://www.huffingtonpost.com/2012/
07/29/computer-fraud-and-abuse-act n_1716058.html.
(The CFAA was intended to
reduce cracking of computer systems and to address federal computer-related offenses.
The Act was approved by the U.S. Congress, signed by the President, and is now codified
as 18 U.S.C. §1030).
2. United States v. Drew, 259 F.R.D. 449, 455 (C.D. Cal. 2009); see also United
States v. Nosal, 642 F.3d 781, 783 (9th Cir. 2011) reh'g en banc granted, 661 F.3d 1180 (9th
Cir. 2011) and on reh'g en banc, 676 F.3d 854 (9th Cir. 2012).
3. Meghan Kelly, Advocacy Groups Call for 'Week of Action' to Change the
Computer Fraud and Abuse Act, VENTUREBEAT (Apr. 8, 2013) http://venturebeat.com/
2013/ 04/08/cfaa-reform-week/.
4. Connor Kirschbaum, Swartz Indicted for JSTOR Theft, THE TECH, (Jan. 12,
2013), http://tech.mit.edulV131/N30/swartz.html.
5. Sarah Boyer, Computer Fraud and Abuse Act: Abusing Federal Jurisdiction?, 6
RUTGERS J.L. & PUB. POL'Y 661 (2009).
429

430

HASTINGS COMM/ENT L.J.

[35:3

called "the worst law in technology" and "the most outrageous
criminal law you've never heard of."' It is loathed and feared as a
threat to Internet freedom.
A particular concern is that the law could criminalize breaches of
terms that most people do not read or take seriously, such as website
terms of service and employer handbooks.' Under the CFAA,
"[w]hoever

...

intentionally

accesses

a

computer

without

authorization or exceeds authorized access, and thereby obtains ...
information from any .. . computer ... shall be punished" with "a fine
... or imprisonment, or both."8 Can it be so? Is it a federal crime to
violate a website's terms of service?
The U.S. federal government's answer to this question is "yes." 9
"No" should be the answer according to scholars,t activists," the
press, and most people gathered at today's symposium, "The
Computer Fraud and Abuse Act: Transformation After Tragedy" at
the University of California, Hastings College of the Law. Imposing
criminal sanctions for violating terms of service would be a nightmare
for Internet freedom and a "nightmare for a country that calls itself
free." 2
Let's take a step back and take another look at freedom, the
Internet, computers, and abuse.
Freedom
When I was invited back to give the keynote speech for this year's
symposium at Hastings, I was immediately excited to revisit the topic

6. Tim Wu, Fixing the Worst Law in Technology, THE NEW YORKER, (Mar. 18,
2013), available at http://www.newyorker.com/online/blogs/newsdesk/2013/03/fixing-theworst-law-in-technology-aaron-swartz-and-the-computer-fraud-and-abuse-act.html.
7. Cybersecurity:ProtectingAmerica's New Frontier: HearingBefore the H. Judiciary
Subcomm. on Crime, Terrorism, and Homeland Sec., 112th Cong. (2011) (statement of
Richard Downing, Deputy Section Chief), available at http://www.justice.gov/
criminal/pr/speeches/2011 /crm-speech-1111151.html [hereinafter "Cyber Security
Hearings"].
8. 18 U.S.C. § 1030(a)(2)(C) (2012).
9. Nosal, 642 F.3d at 783.
10. Amanda Harmon Cooley, Guarding Against A Radical Redefinition of Liability
for Internet Misrepresentation:The United States v. Drew Prosecution and the Computer
Fraudand Abuse Act, 14.8 J. INTERNET L. 1, 7 (2011).
11. Dave Maass, Secret Service Reopens Aaron Swartz Freedom of Information Act
Requests, ELECrRONIC FRONTIER FOUNDATION, (Mar. 21, 2013), https://www.eff.org/

deeplinks/computer-fraud-and-abuse-act-reform.
12. Wu, supra note 6.
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of Internet freedom. I worked on this topic extensively fifteen years
ago at the Free University of Berlin, Germany." Search and research
for freedom brought me to the United States, a country that is
focused on individual freedom more than any other. The goal of

America is freedom.14
Since I moved here in 1998, I have been practicing and teaching
law, advising Internet companies, and working on many business
plans, cases and statutes. All of these endeavors have touched on
Internet freedom, in the weeds of definitions, details and practical
questions that have frequently included situations involving the
Computer Fraud and Abuse Act. But, I have not faced the need or
opportunity to revisit the big and complex topic of freedom as such
for a while. So, I was excited to take a fresh look, now that I have
spent more than a third of my life in the land of the free.
Given the topic, it seemed particularly appropriate to first check
what the Internet itself has to say about Internet freedom. So, I
started my search for freedom with Google's Internet search engine.
Google instantly responded with a list of links. The top (nonsponsored) search result for the term "freedom" was for a software
product called "Freedom."" On the linked site, the manufacturer of
"Freedom" describes the product as follows:
Freedom is the world-famous app that locks you away from
the 'net so you can be productive. If the Internet is distracting
you from your work, Freedom might be the best ten dollars
you'll ever spend. As seen in Slate, Salon.com, the New York
Times, USA Today, the New Yorker, Telegraph, and the
Economist."

Really? That is the Internet's most popular search engine's
number one answer to queries on 'freedom'?
IM
KOMMUNIKATIONSFREIHEIT
DETERMANN,
generally LOTHAR
13. See
INTERNET-FREIHEITSRECHTE UND GESETZLICHE BESCHRANKUNGEN [FREEDOM OF
COMMUNICATIONS ON THE INTERNET - CIVIL RIGHTS AND STATUTORY LIMITATIONS],

653 (Baden Baden 1999).

14. Martin Luther King, Jr., Remaining Awake Through a Great Revolution, (Mar.
31, 1968). ("I say to you that our goal is freedom, and I believe we are going to get there
because however much she strays away from it, the goal of America is freedom. Abused
and scorned though we may be as a people, our destiny is tied up in the destiny of
America.")
15. MAC FREEDOM, http://macfreedom.com (last visited Apr. 7, 2013). The website
also promotes other products by the same company and notes "Freedom users will also
like: Anti-Social. Turn off the Social Parts of the Internet."
16. Id.
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It looks like we have come a long way.
I tried Microsoft's Bing next. The top search result was a
sponsored ad for "freedom," a website offering online debt relief
options," followed by non-sponsored links for dictionary.com,
Wikipedia, and a number of inspirational images, followed by more
encyclopedic websites.
As expected, the Internet is full of definitions and quotes by
famous people on the meaning and importance of freedom. I enjoyed
reading both the information and sites for hours. I recommend you
try this too. Commonplace definitions describe the meaning of
freedom as "the absence of necessity, coercion, or constraint in choice
or action.""
The Greek philosopher Epictetus said: "Freedom is the right to
live as we wish."l 9
Who is free to live as he wishes? We are determined by laws,
contracts, commitments, physical needs and our own limitations.
Martin Luther, the German reformer, wrote, "Mankind has a free
will; but it is free to milk cows and to build houses, nothing more."20
The German dramatist and historian Friedrich Schiller noted that
"freedom exists only with power."2' But, are the powerful really that
free? The schedule of the U.S. president is busier, his list of
commitments longer and his every step more scrutinized than that of
the rest of us. When I think of Bill Clinton and Monica Lewinsky or
General David Petraeus and Paula Broadwell, power comes to mind,
but freedom does not.22
According to President Abraham Lincoln (1809-1865): "Freedom
is not the right to do what we want, but what we ought. Let us have
faith that right makes might and in that faith let us, to the end, dare to
do our duty as we understand it." Well, "free to do what we ought"
does not sound much like freedom to me at all.
With power, wealth and status, people submit to ever-increasing
commitments and obligations. As a result, people feel more and
17. FREEDOM PLUS, http://www.freedomplus.com (last visited Apr. 7, 2013).
18. Freedom Definition, MERRIAM WEBSTER ENGLISH DICTIONARY, available at
http://www.merriam-webster.com/dictionary/freedom (last visited Apr. 7, 2013).
19. Epictetus (55-135), Greek sage and philosopher.
20. Martin Luther (1483-1546), German priest, scholar and reformer.
21. Friedrich Schiller (1788-1805), German historian, poet, playwright, and
philosopher.
22. Max Fisher, Here's the E-mail Trick Petraeus and Broadwell Used to
Communicate, WASHINGTON POST WORLD VIEWS (Nov. 12, 2012), http://www.
washingtonpost.com/blogs/worldviews/wp/2012/11/12/heres-the-e-mail-trick-petraeus-andbroadwell-used-to-communicate/.
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more constrained-less and less free. The less we have and care, the
freer we are? "Freedom is just another word for nothing left to lose,"
sang Kris Kristofferson.2
In the movie "Easy Rider," a man went looking for America and
couldn't find it anywhere. At a campfire, Billy, one of the two easy
riders, discusses freedom with George, a local lawyer who proudly
notes that he has worked for the American Civil Liberties Union
("ACLU"):
George:

You know, this used to be a helluva good country. I can't
understand what's gone wrong with it.

Billy:

Huh. Man, everybody got chicken, that's what
happened, man. Hey, we can't even get into like, uh,
second-rate hotel, I mean, a second-rate motel. You
dig? They think we're gonna cut their throat or
something, man. They're scared, man.

George:

Oh, they're not scared of you. They're scared of
what you represent to 'em.

Billy:

Hey man. All we represent to them, man, is
somebody needs a haircut.

George:

Oh no. What you represent to them is freedom.

Billy:

What the hell's wrong with freedom, man? That's
what it's all about.

George:

Oh yeah, that's right, that's what it's all about, all
right. But talkin' about it and bein' it-that's two
different things. I mean, it's real hard to be free when
you are bought and sold in the marketplace. 'Course,
don't ever tell anybody that they're not free 'cause
then they're gonna get real busy killin' and maimin' to
prove to you that they are. Oh yeah, they're gonna
talk to you, and talk to you, and talk to you about
individual freedom, but they see a free individual, it's
gonna scare 'em.

Later that night, locals attacked and beat George to death.
"[E]very man needs protection; they say every man must fall." 25

23.

KRIs KRISTOFFERSON, Me and Bobby McGee, on ME AND BOBBY MCGEE

(Monument Records 1969).
24. EASY RIDER (Raybert Productions and Panda Company Inc. 1969).
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"Only law can give us freedom."26 Domestic peace, individual
security, and protection require that individuals submit to laws and
enforcement by the government. Citizens give up some freedom by
agreeing to comply with laws and accept prohibitions on individual
force in exchange for protection from others. This is the "Old Deal"
of government.
Is that enough? It may be, for the strong, healthy, lucky and
successful-while things are going well. The less fortunate will not be
able to exercise much individual freedom, unless the state provides
more than laws and police. In the minimal state, which provides
primarily laws and enforcement for private property and individual
freedoms, we find plenty of people who cannot experience freedom.
Think of slaves in the United States, workers in the early stages of
industrialization in Europe, and impoverished masses in many
countries today.
"Freedom in capitalist society always remains about the same as it
was in ancient Greek republics: Freedom for slave owners."27 The
role and impact of private property rights for freedom is far from
being uncontroversial: "The proletarian can free himself only by
abolishing private property in general."28 The Communist view of
freedom denounces private property, given that it has led, in many
places and cases, to oppression of the many by a few.
Most countries today recognize private property-in land,
chattels, inventions, works of authorship and other intangibles.
Property owners receive a right to exclude others. Thereby they are
incentivized to invest in their property-farm land, conceive
inventions, and create works of authorship. Property rights give the
25. BOB DYLAN, I Shall be Released, on BEFORE THE FLOOD (Columbia Records
1974).
26. Johann Wolfgang von Goethe (1749-1832), German poet and lawyer.
27. VLADIMIR LENIN, THE STATE AND REVOLUTION, CHAPTER 5: THE ECONOMIC
BASIS OF THE WITHERING AWAY OF THE STATE (1917), available at http://www.marxists.

org/archive/lenin/works/1917/staterev/chO5.htm.
("In capitalist society, providing it
develops under the most favorable conditions, we have a more or less complete democracy
in the democratic republic. But this democracy is always hemmed in by the narrow limits
set by capitalist exploitation, and consequently always remains, in effect, a democracy for
the minority, only for the propertied classes, only for the rich. Owing to the conditions of
capitalist exploitation, the modern wage slaves are so crushed by want and poverty that
'they cannot be bothered with democracy,' 'cannot be bothered with politics;' in the
ordinary, peaceful course of events, the majority of the population is debarred from
participation in public and political life." Lenin describes the role of the State in society,
the necessity of proletarian revolution, and the theoretic inadequacies of social democracy
in achieving revolution to establish the dictatorship of the proletariat.)
28. FREDERICK ENGELS, PRINCIPLES OF COMMUNISM (1847), available at
http://www. marxists.orglarchive/marx/works/1847/11/prin-com.htm.
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property owners additional freedoms. They can exclude some and
license others for a charge.
For the nonowners, property rights impose only limitations on
freedom. The property, laws, and rights of "haves" limit where
"have-nots" can go, what inventions they can use, and which works
they can copy. Communists sought to maximize the collective
freedom for all people by giving less to the haves and more to the
have-nots and by severely limiting individual freedoms in the interest
of collective freedoms.2 9 Communism and denial of private property
rights were on the rise in the first half of the last century. Yet, they
hardly are today. Decades ago, Russia gave up on its quest to achieve
and internationally promote communism.
The Soviet Union
collapsed. Even Cuba caved a couple of years ago and started
recognizing private property.30 The People's Republic of China, the
world's most populous country, is still governed by a communist
party. China severely restricts individual freedoms, in particular
Internet freedom, in pursuit of a greater good of collective freedom."
But even China now recognizes private property.32 Even copyrights.33
In the United States, the government has always favored private
property rights and individual freedoms. The United States has
surely not embraced communism. But even here, the "old deal" of
limiting the state to the protection of individual freedom and property
has given way to a "new deal" decades ago, where the State is more
actively providing for those in need. "True individual freedom
cannot exist without economic security and independence. People
who are hungry and out of a job are the stuff of which dictatorships

are made." 34
Different views existed at different times and continue to exist in
different parts of the world as to which kind of freedom and which
"state deal" is best suited for people. In the last couple of years, I
visited Tanzania, Russia and China. Experiencing the opportunities
29. Id.
30. Justin Elliott, Cuba's Private Property Revolution, SALON (Nov. 19, 2011),
www.salon. com/2011/11/19/cubas-private-property-revolution/).
31. Keith Bradsher, China Toughens Its Restrictions on Use of the Internet, N.Y.
TIMES, Dec. 28, 2012, at A4.

32. Barbara Areal, Recognition of Private Property in China: the Leadership of the
CCP leads the Capitalist Counter-revolution, IN DEFENCE OF MARXISM (May 1, 2007),
available at http://www.marxist.com/private-property-china-capitalistOl0507.htm.
33. Vivian Ni, China Making Improvements in Copyright Protection, CHINA
BRIEFING MAGAZINE AND DAILY NEWS SERVICE (Mar. 16, 2012), http://www.chinabriefing. com/news/2012/03/16/china-making-improvements-in-copyright-protection.html.

34.

Franklin D. Roosevelt (1882-1945), thirty-second President of the United States.
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and problems of these very different countries up close, I felt strongly
that the American perception of freedom may not be right for every
other country. The second president of the United States, John
Adams (1735-1826), observed early on: "Our Constitution ... is

wholly inadequate to the government of any other [country].""
In summary, on my little tour, searching for freedom definitions
and quotes on the Internet, I found three familiar strong currents in
the ocean of ideas and ideals:
(1) Anarchistic ideals of freedom without state, as the right to do
whatever one wants, with as few restrictions as possible,
exercised and historically enjoyed by the strong at the expense
of others and their freedom.
(2) Libertarian individual freedom in the minimal state
(Nachtwichterstaat), to whom citizens surrender some
freedom (particularly the right to self-help and harm others)
in consideration for protection from others, for personal
security and for private property.
(3) Collective freedom in the social state, that provides citizens in
need with basic living conditions (food, roof, work) as a basis
for exercising collective freedoms as a part of society and
without individual property rights.
As a recent immigrant into the land of the free, I feel the middle
one of these three ideals resonates most, as it did fifteen years ago. It
is the basis on which the "American Dream" is founded.36 It may not
be right for every person, country, or time. But individual freedom is
still held in the highest regard in the United States. When I asked for
a show of hands at our Symposium on March 22, 2013 to indicate a
preference between the three above-stated choices, the middle
ground with individual freedom and private property received the
most votes.
Well then, is individual freedom and private property right for the
Internet?
Internet Freedom.
What kind of freedom is best for the Internet?

35. John Adams (1735-1826), second President of the United States.
36. James Truslow Adams, quoted in the Library of Congress, available at
http://www.loc.gov/teachers/classroommaterials/lessons/americandream/students/thedrea
m.html.
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John Perry Barlow's Declaration of the Independence of
Cyberspace answered early on: "Governments ... leave us alone;"
don't even provide law or enforcement in Cyberspace. The People's
Republic of China, on the other hand, still ruled by a Communist
party, seeks to control the Internet and heavily regulate available
information. These are two extremes. The rest of the world is
somewhere in between and provides some level of regulation and
enforcement, often porting offline concepts into the online context.
Porting offline concepts into the online world is exactly what the
United States' CFAA sought to do.38 Personal property rights to
computers were already protected by traditional criminal and civil
law prohibiting theft and trespass to chattels. However, computer
espionage, data theft, vandalism via viruses, phishing, and fraud
schemes do not always involve interference with physical possession
rights.39 When the movie "War Games" illustrated the potential
dangers of computer hacking,40 Congress thought to establish
electronic possession rights against online trespass with a new law.
The CFAA protects individual freedoms and property rights of
computer users against interference by others. It does so in much the
same way as real property, personal property, and intellectual
property laws protect against trespass: with criminal penalties and
civil remedies against those who interfere without or exceeding
authorization.
Was this necessary and appropriate?
One would think the answer is "yes," if we accept our offline
concepts of freedom and property law regimes. Unless, perhaps, very
different kinds of individual freedoms and values collide online and
offline.
What freedoms do we want to exercise on the Internet? What
limits our freedom on the Internet?

37. John Perry Barlow, A Cyberspace Independence Declaration, ELECTRONIC
FRONTIER FOUNDATION

(Feb.

9,

1996)

available at http://w2.eff.org/Censorship/

Internet_censorship_bills/ barlow_0296.declaration.
38. Orin S. Kerr, Cybercrime's Scope: Interpreting "Access" and "Authorization" in
Computer Misuse Statutes, 78 N.Y.U. L. REV. 1596, 1597-98 (2003). Various countries
have unauthorized access statutes based on property law that impose serious felonies on
computer-related crimes.
39. Id. at 1610-11.
40. See Mary M. Calkins, They Shoot Trojan Horses , Don't They? An Economic
Analysis of Anti-Hacking Regulatory Models, 89 GEO. L.J. 171, 224 (2000) citing H.R. Rep.
No. 98-894, at 10-11 (1984), reprintedin 1984 U.S.C.C.A.N. 4, 3689 ("[T]he motion picture
War Games showed a realistic representation of the automatic dialing and access
capabilities of the personal computer.").
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When I asked my eight-year-old daughter what freedom on the
Internet means to her, she answered: "Searching and going on any
website and sending emails without some weird guy trying to do bad
things to me. Well, actually, I can't even do any of that because I
don't have my own email and your child protection software won't let
me go on bad websites." Parental concerns, filtering software and the
U.S. Federal Children Online Privacy Protection Act ("COPPA")
have resulted in children under the age of thirteen being largely
excluded from the Internet. 41
For adults, a few other limitations come to mind:
(1) Access restrictions: Many individuals cannot afford Internet
access or computers, particularly in other parts of the world,
which is often referred to as "the Digital Divide." 42 Sex
offenders can be prohibited from accessing the Internet to
protect children and others. In the workplace, where most of
us spend more than half of our waking hours during the day,
Internet and computer usage is heavily restricted in the
interest of maintaining productivity, protecting trade secrets,
and preventing harassment and violations of law and
employer policies.
(2) Intellectual property rights: Copyright restrictions on file
sharing and up/downloading of pictures play a significant role
in people's lives, as evidenced by thousands of lawsuits and
prosecutions, recently including Megaupload.com.4
Pornography, particularly child
(3) Content censorship:
pornography, is outlawed in most developed countries, albeit
The strictness of
with different obscenity standards. 45
defamation laws also varies across geographies.46 In China,

41. 15 U.S.C. § 6502 (2012).
42. Susan P. Crawford, The New DigitalDivide, N.Y. TIMES, Dec. 3,2011, at SR1.
43. Lothar Determann and Robert Sprague, Intrusive Monitoring: Employee Privacy
Expectations are Reasonable in Europe, Destroyed in the United States, 26 BERKELEY
TECH. L.J. 979 (2011).
44. David Kravets, Megaupload Drops Universal Lawsuit to Focus on Criminal
Charges, WIRED (Mar. 29, 2012), http://www.wired.com/threatlevel/2012/03/megauploadfocuses-on-charges/.
45. DETERMANN, supra note 13, at 250-51, 551. See generally Lothar Determann,
Case Update-German CompuServe Director Acquitted, 23 HASTINGS INT'L & COMP. L.
REV. 109 (1999).
46. Caroline Davies, US Celebrities 'Sue in Britain For Better Chance of Winning,'
TELEGRAPH (Aug. 9, 2006), www.telegraph.co.uk/news/1525902/US-celebrities-sue-inBritain-for-better-chance-of-winning.html; Lothar Determann, The New German Internet
Law, 22 HASTINGS INT'L & COMP. L. REV. 113 (1998); Brian Martin, Defamation Havens,
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the government blocks Facebook, Twitter, and commentary
related to Chinese national security or generally critical of the
government.47
How important are the freedoms we exercise on the Internet?
What human rights and constitutionally protected goods are at risk?
Directly, the virtual world of the Internet does not much concern
much the primary enabling freedoms that we are born with and which
tend to be universally recognized and protected as human rights
around the world: life, health, and physical freedom. Online activities
(cyber bullying, molestation, stalking, etc.) can have offline
repercussions, but these effects are rather indirect.
More directly at stake on the Internet are economic and political
interests like freedom of speech, information, property, and data
privacy.48 These interests are recognized more or less in Westernstyle democracies, but there is less apparent consensus around the
world on if-and to what extent-individuals should be entitled to
property, free speech, and data privacy.
Who or what threatens Internet users and their freedom of
speech, information, or property?
Other Internet users' free speech threatens our dignity. 49 Also,
other Internet users threaten our property interests-infringers,
phishers, fraudsters and malicious hackers. Internet content and
service providers make rules that restrict our freedom on how we use
their intellectual property and computers. Companies' interests
collide when it comes to allowing limited access to platforms for
application development."o The government enacts and enforces laws
balancing Internet users' freedoms.

FIRST MONDAY (Mar. 3, 2000), available at http://firstmonday.org/htbin/cgiwrap/bin/
ojs/index.php/fm/ article/viewl734/643.

47. Joe McDonald, China in a New Move to Increase Internet Regulation After
Criticism of Government, THE INDEPENDENT (Dec. 27, 2012), http://www.independent.
co.uk/news/world/asia/china-in-a-new-move-to-increase-internet-regulation-aftercriticism-of-government-8431971.html.
48. Albeit not necessarily the broader right to privacy in the sense of choice and
being left alone-after all, we remain relatively free to turn our computers off.
49. Lothar Determann, Social Media Privacy:-A Dozen Myths and Facts, 2012 STAN.
TECH. L. REv. 7, 9 (2012).
50. See generally Facebook, Inc. v. Power Ventures, Inc., 844 F. Supp. 2d 1025, 1028
(N.D. Cal. 2012), in which Facebook was granted an injunction against Power Ventures
because Power Ventures' unlawfully accessed Facebook's website to send commercial emails to users; see also, Craigslist, Inc. v. 3taps, Inc., Case No. CV 12-03816 CRB (N.D.
Cal. 2013), in which Craigslist sought an injunction against 3taps and Padmapper for
unlawfully distributing the postings of Craigslist users to their local sites.
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In summary, on the Internet, we primarily want to exercise
freedom of speech and information and pursue economic
opportunities. Our rights and interests collide with those of other
Internet users. The government protects property and individual
freedoms, balancing rights and interests of citizens-much like in our
offline world. The balancing of offline freedoms should in principle
be fit to serve as a model for balancing online freedoms. Where you
come out on specific balancing questions depends on where you stand
with respect to ideals of freedom more generally-anarchy,
libertarian freedom in the minimal state, collective freedom in the
social state or somewhere in between.
Computer Fraud and Abuse.
The CFAA is one of the many laws that balances Internet users'
freedoms. It protects property and possessory interests against virtual
trespass, computers from vandalism and abuse, information from
misappropriation, data privacy, security from intrusion, and
individuals from fraud.
For example, the CFAA protects MySpace's interests in setting
rules it deems appropriate for its online social community. Some
social media site operators want to require users to provide truthful
information about their identities, because "people behave a lot
better when they have their real names down."" Germany restricts
Internet platform providers' freedom to require users to provide
truthful information, and the German government recently sued
Facebook to force Facebook to allow anonymous or pseudonymous
use.52 Here in the United States, however, we can hardly imagine
such heavy-handed regulation of Internet freedoms. Here, Internet
providers are free to post terms of service that require users to
provide their correct name, age, and other information.
The success of a social media platform depends on its users' trust
and comfort about sharing personal information with others. Social
media platform operators have a legitimate interest in contractually
prohibiting the creation of fictitious user profiles for purposes of
51. Bianca Bosker, Facebook's Randi Zuckerberg: Anonymity Online 'Has To Go
Away,' THE HUFFINGTON POST (July 27, 2011), http://www.huffingtonpost.com/2011/07/
27 /randi-zuckerberg-anonymityonline-n_910892.html.
52. Tristana Moore, Facebook Under Attack in Germany Over Privacy, TIME
MAGAZINE, (Apr. 13, 2010), http://www.time.com/time/world/article/0,8599,1981524,00.
html. (The data protection authority of Schleswig Holstein brought a lawsuit and lost on
jurisdictional grounds).
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deceiving, bullying, or defrauding others. This is not entirely unlike
the interest of a beach resort operator to keep bullies, molesters,
voyeurs, and fraudsters off the resort property. Social media
operators can exercise some degree of self-help by closing accounts,
but contract law remedies (damages) are hardly available or effective.
Therefore, property law has traditionally protected possessory
interests also by means of tort and criminal penalties.
The CFAA follows the legal regime for real property and
provides criminal penalties and tort remedies when individuals access
computers without authorization or exceed authorized access.
What is wrong with that?
Some critics of the CFAA point out that it is impossible to read
all the website terms and conditions that we click on and browse
every day.54 That is a fact and a problem, but hardly specifically
related to the Computer Fraud and Abuse Act. When you rent a car
at the airport or buy a house, you are presented with lengthy terms
and conditions. You are prompted to initial here and there, and you
probably will not take the time to read or understand everything to
which you agree. If we generally support private property and agree
that, in the interest of individual freedom, property interests have to
be protected on the Internet, too, then we must allow computer and
website owners to define their terms of access-even lengthy ones
that many website visitors will choose not to read.
Other critics express the concern that website visitors are held to
terms that they do not affirmatively accept.5 1 Contract formation via
implied acceptance is also hardly a CFAA-specific issue. When we
jump on the San Francisco cablecar, we do not affirmatively sign or
verbally accept any contract terms. Yet we are deemed to agree to
pay the fare and behave in accordance with any posted terms. If we
53.

See generally Daniel P. Kapsak, 20 Causes of Action 613 § 2 (1st ed. 1989); see

also MODEL PENAL CODE

§ 221.2 (2012).

54. Marcia Hofman, in the Wake of Aaron Schwartz's Death, Let's Fix Draconian
Computer Crime Law, ELECTRONIC FRONTIER FOUNDATION (Jan. 14, 2013),
https://www.eff.org/deeplinks/2013/01/aaron-swartz-fix-draconian-computer-crime-law;
James R. Maxeiner, Standard-Terms Contracting in the Global Electronic Age: European
Alternatives, 28 YALE J. INT'L L. 109 (2003); Lothar Determann, Notice, Assent Rules for
Contract Changes After Douglas v. US District Court, 12 BNA ELEC. COM. & L. REP. 32
(2007); Mark A. Lemley, Intellectual Property and Shrinkwrap Licenses, 68 S. CAL. L.
REV. 1239, 1246, 1261, 1267-84 (1995); Margaret J. Radin, Reconsidering Boilerplate:
Confronting Normative and Democratic Degradation, 40 CAP. U. L. REV. 617 (2012);
Jessica Gallegos, A New Role for Tortious Interference in the Digital Age: A Model to
Enforce End User License Agreements, 38 FLA. ST. U.L. REV. 411 (2011).
55. Natch Greyes, A New Proposal for the Department of Justice's Interpretation of
the Computer Fraud & Abuse Act, 17 VA. J.L. & TECH. 293, 339-341 (2013).
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do not behave accordingly, the operator could sue us for breach of
contract, trespass or fraud, or call the cops to levy fines or throw
particularly unruly passengers in jail for disturbing the peace. When
we park our car in a parking lot, we are deemed to agree to pay a fee,
stay clear of reserved spots, and accept disclaimers and limitations of
liability. If we do not pay, if we put a forged payment slip on our dash
board, or if we park in a reserved spot, we can be sued for trespass,
breach of contract, or fraud. Most likely we will find our car towed
and pay a fine, but criminal prosecution for fraud or trespass is
possible too. Implied acceptance is hardly a CFAA-specific problem
either. Most of the criticized CFAA prosecutions concerned
defendants that affirmatively clicked to agree to website terms of
use.

56

Critics of the "excess authorization" prong of property laws often
refer to hypotheticals and real life examples where property owners
include offensively unreasonable conditions in unilateral licenses or
license agreements." The "South" Park creators go to extremes and
show iTunes users clicking agree to give blood to Apple and worseas the South Park creators are free to do, thanks to freedom of speech
in the United States." Slightly more real, a computer game retailer
revealed in 2010 that it legally owns the souls of thousands of
consumers, thanks to a clause in the terms and conditions agreed to
by online shoppers.59 The retailer, British firm GameStation, added
an "immortal soul clause" to its online sales terms on April 1, 2010:
By placing an order via this Web site on the first day of the
fourth month of the year 2010 Anno Domini, you agree to
grant Us a non transferable option to claim, for now and
forever more, your immortal soul. Should We wish to
exercise this option, you agree to surrender your immortal
soul, and any claim you may have on it, within 5 (five)
working days of receiving written notification from
gamestation.co.uk or one of its duly authorized minions.'

56. See Drew, 259 F.R.D. at 455; Nosal, 642 F.3d 781 at 783.
57. Lydia Pallas Loren, Slaying the Leather-Winged Demons in the Night: Reforming
Copyright Owner Contracting with Clickwrap Misuse, 30 OHIo N. U. L. REV. 495, 500
(2004).
58. South Park: HumancentiPad (Comedy Central television broadcast Apr. 27,
2011), available at http://www.southparkstudios.com/clips/382785/im-gonna-clickdecline.
59. 7,500 Online Shoppers Unknowingly Sold Their Souls, FOXNEWS.COM (Apr. 15,
2010), http://www.foxnews.com/tech/2010/04/15/online-shoppers-unknowingly-sold-souls/.
60. Id.
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Many users clicked, but there are no reports of enforcement
attempts. If there were, courts have ample grounds to void such farfetched clauses." Even if the CFAA allows punishment for breach of
website terms and conditions, we do not have to fear that U.S. courts
will force us to give our blood or souls if we fail to read the terms
before clicking "accept." But, given how highly esteemed the
freedom of contract is in the United States, we cannot count on
protection from any contract terms that go unnoticed or are perceived
as unreasonable. In Hill v. Gateway 2000, Inc., for example, the
Seventh Circuit Court of Appeals partially upheld a clause contained
in a consumer warranty statement, according to which consumers
were limited in arbitration to pursue warranty claims for a computer
purchased for about $2,000 subject to nonrefundable arbitration fees
in the amount of $5,000.62
The CFAA cannot really be blamed for where U.S. courts draw
the line on the unconscionability of contract terms. But perhaps the
problem is that the CFAA lends property law remedies and criminal
punishment to the arsenal of computer owners seeking to enforce
contract terms.
The CFAA does not expressly prescribe that breaches of
computer-related contracts are subject to criminal penalties or tort
remedies. But, the CFAA makes it a tort and criminal misdemeanor
to intentionally access a computer without authorization or to exceed
authorized use. Does this have the same effect?
Historically, property owners were always able to some degree to
define limitations on authorizations in a number of different ways,
including the following:
They can grant authorization subject to conditions precedent.
Unless and until the condition is met (e.g., guest takes off her shoes
before entering the house, pays a fee to rent a car, provides
information before downloading a "free" app), there is no
authorization. Consequently, interference with real property or
chattels constitutes trespass (aka "infringement" concerning the
copyrights regarding the "free" app).

61. CAL. CIV. CODE § 1668 (2013); RESTATEMENT (SECOND) OF CONTRACTS §§ 208,
211 (2012).
62. Hill v. Gateway 2000, Inc., 105 F.3d 1147, 1150-51 (7th Cir. 1997). The court
upheld the arbitration clause in principle, but required Gateway to find an arrangement
that does not require the plaintiff to advance more in non-refundable fees than the
plaintiff can hope to recover.
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They can also grant authorization subject to continued conditions.
If at any time the licensee breaches the condition (e.g., starts smoking
in the house or rental car or circumvents technical access control
measures for the "free" app), authorization expires and any further
use of the property, chattel or software copy constitutes trespass.
The property owner can also grant authorization subject to
limitations: Houseguests are allowed in on first floor, but not on
second floor. The rental car may be driven on but not off roads.
Reproduction of the app on one computer is authorized, but
additional reproduction or distribution of copies is not. If the house
guests go the second floor, they act outside the scope of their
authorization and trespass, but they return to authorized use when
they come back down to the first floor. The car renter commits
trespass to chattels when he drives the rented Prius through a rocky
river bed; on the way home on public roads, his driving is authorized
again. The app licensee engages in copyright infringement when she
makes and distributes additional copies, but use of the original copy
remains authorized.
Finally, the property owner can use the opportunity that others
need permission to negotiate contracts. In the contract terms, the
property owner can seek contractual promises from the licensee
regarding compliance with license conditions or limitations. That
way, the property owner secures breach of contract claims, which are
available without a need to prove intent or any wrongdoing by the
licensee.
Usually, property owners impose conditions in unilateral licenses
or contracts that relate to interests specifically protected by property
laws, as the previous examples suggest. However, property owners
can also impose conditions that are unrelated or even diametrically
opposed to basic principles of property law. Where this seems to
create an imbalance of the interest of property owners and the public,
courts have found ways to curb such practices. Courts established
doctrines such as the prohibition of unreasonable restraints on
alienation for real property as well as copyright and patent misuse
provisions for intellectual property."
In the intellectual property law context, courts have refused to
qualify and enforce terms in license agreements as license conditions

63. See generally RESTATEMENT (THIRD) OF PROPERTY (SERVITUDES) § 3.4 (1991);
see also 4 DAVID NIMMER, NIMMER ON COPYRIGHT § 13.09 (2012) and 6 DONALD
CHISUM, CHISUM ON PATENTS § 19.06 (2012).
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or limitations if the terms were too remotely connected with interests
that the particular intellectual property law regime recognizes.
For example, Sun Microsystems sued Microsoft for copyright
infringement in 2000 because Microsoft had not kept its Java
distributions interoperable with Sun's, even though the license terms
required this.6 The court rejected Sun's copyright claims because
"[g]enerally, a 'copyright owner who grants a nonexclusive license to
use his copyrighted material waives his right to sue the licensee for
copyright infringement' and can sue only for breach of contract."65
When copyright holder Jacobsen tried to enforce copyright claims
based on a violation of open source license terms against KAM CEO
Katzer, the initial reaction from the court was to dismiss all copyright
claims on the basis that the claims looked more contractual in nature:
The nonexclusive license is subject to various conditions,
including the licensee's proper attribution of the source of the
subject files. However, implicit in a nonexclusive license is the
promise not to sue for copyright infringement . . . Therefore,

under this reasoning, Plaintiff may have a claim against
Defendants for breach the nonexclusive license agreement
[sic], but perhaps not a claim sounding in copyright.'
In a 2010 dispute between two online gaming companies, the U.S.
Court of Appeals for the Ninth Circuit also refused to recognize all
restrictions in a license agreement as relevant for the question of
whether the licensee acted without or exceeded authorization. The
court held that:
The potential for infringement exists only where the licensee's
action (1) exceeds the license's scope (2) in a manner that
implicates one of the licensor's exclusive statutory rights....
Were we to hold otherwise, Blizzard-or any software
copyright holder-could designate any disfavored conduct
during software use as copyright infringement, by purporting
to condition the license on the player's abstention from the
disfavored conduct. The rationale would be that because the
conduct occurs while the player's computer is copying the
64. Sun Microsystems, Inc. v. Microsoft Corp., 81 F. Supp. 2d 1026, 1031-32 (N.D.
Cal. 2000).
65. Id. at 1031 (quoting Graham v. James, 144 F.3d 229, 236 (2nd Cir. 1998)).
66. Jacobsen v. Katzer, No. C 06-01905, 2007 WL 2358628, 6 (2007), vacated in part,
535 F.3d 1373 (2008).
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software code into RAM in order for it to run, the violation is
copyright infringement. This would allow software copyright
owners far greater rights than Congress has generally
conferred on copyright owners.... We conclude that for a
licensee's violation of a contract to constitute copyright
infringement, there must be a nexus between the condition
and the licensor's exclusive rights of copyright.67
Not every breach of contract must amount to "exceeding
authorization" under property law. The CFAA as currently worded,
and as interpreted and applied by many courts, does not make it a
federal crime to violate any website terms of service.
Then why all the outrage?
On one hand, whenever rights and interests conflict, there is
advocacy, litigation, and lobbying. Outrage is a part of this. How
much protection and freedom we want and need depends on our
personal situation. Where we are strong and doing fine, we want the
government to leave us alone. Where we are vulnerable, we ask the
government for help.
This is true with Internet too. Take other Internet-related
struggles today: Internet content and service providers are asking for
protection of "net neutrality" from the government and the cable
companies want to be left alone and get paid after having invested in
telecommunication infrastructure for years." Internet platforms are
asking to be left alone when it comes to German laws on regulating
the indexing of media articles or secondary liability for copyright
infringement by users; media publishers and other copyright owners
want protection and they want to get paid." Internet users want free
services and cool new technology, but they don't want to be tracked
for the behavioral advertising that pays for it. Internet users want
freedom of speech and access to information on the Internet, as well
as the ability to say whatever they want about others. Yet they do not
67. MDY Industries, LLC v. Blizzard Entm't, Inc., 629 F.3d 928 (9th Cir. 2010).
68.

BARBARA

VAN SCHEWICK, INTERNET ARCHITECTURE AND INNOVATION

(2010); Gregory Alan Barnes, SOPA, PIPA: Pause and Reset, THE HILL'S CONGRESS
BLOG (Jan. 20, 2012), http://thehill.comlblogs/congress-blog/technology/205459-sopa-pipapause-and-reset; see also Mike Masnick, Cable Industry Finally Admits that Data Caps
Have Nothing to do with Congestion, TECHDIRT (Jan 23, 2013), http://www.techdirt.
comlarticles/20130118/17425221736/cable-industry-finally-admits-that-data-caps-havenothing-to-do-with-congestion.shtml.
69. Lex Google: Germany Waters Down Search Engine Legislation, SPIEGEL ONLINE
(Feb. 27, 2013), http://www.spiegel.de/international/germany/germany-waters-downgoogle-search-engine-legislation-a-885899.html.
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want to be defamed, embarrassed, or insulted by others. Some even
want a right to be forgotten.70 Website publishers want to set terms
on who can access their websites and for what purposes. They want
to be found by search engines, but some don't want thumbnail images
of their pictures shown, their content deep-linked, their data scraped,
or tickets purchased en masse by automatic scripts or add-on services
run on their online games.' Individual freedoms are pitted against
individual freedoms-and the government is called in to protect and
balance interests. So also with respect to computer abuse. After an
initial scare and struggle, the majority of courts seem to have come
out on the right side with respect to balancing under the CFAA.72
On the other hand, we gathered for this symposium in the face of
tragedy. We heard about close calls in the Drew and Nosal cases, as
well as the history of Aaron Swartz's prosecution for violations of the
CFAA and the Wire Fraud Act and his suicide. Hardly a good time
to conclude Im Westen nichts Neues-"Nothing new in the West."74
What needs and options do we have for transformation after tragedy?
Transformation after Tragedy

It is a relatively uncontroversial assertion that the CFAA is in dire
need of overhaul. 5 Many sections are duplicative and inconsistent
with each other. Courts have held it void as vague because it has not
provided sufficient notice in the past. This is a waning defense,
perhaps because the publicity around the Drew case has put everyone
in the US on notice that computer access through the web in breach
70. Determann, supra note 49.
71. See generally, Perfect 10, Inc. v. Amazon.com, Inc., 508 F.3d 1146 (9th Cir. 2007);
Ticketmaster, LLC v. RMG Technologies, Inc., 507 F. Supp.2d 1096 (2007); L. Determann
and I. Gutierrez, Copyright Violations in Caching Website Content and Online Contract
Formation,9 J. INTELL. PROP. L. 548 (2008).
72. See, Natch Greyes, A New Proposalfor the Department of Justice'sInterpretation
of the Computer Fraud & Abuse Act, 17 VA. J.L. & TECH. 293 (2013); Amanda Harmon
Cooley, Guarding Against A Radical Redefinition of Liability for Internet
Misrepresentation:The United States v. Drew Prosecution and the Computer Fraud and
Abuse Act, 14.8 J. INTERNET L. 1, 7 (2011); Matthew Andris. The Computer Fraud and
Abuse Act: Reassessing the Damage Requirement, 27 J. MARSHALL J. COMPUTER & INFO.
L., 279 (2009).
73. See Drew, 259 F.R.D. at 455; Nosal, 642 F.3d 781 at 783.
74. Erich Maria Remarque, IM WESTEN NiCHTs NEUES (1929).
75. Matthew Andris. The Computer Fraud and Abuse Act: Reassessing the Damage
Requirement,27 J. MARSHALL J. COMPUTER & INFO. L., 279, 300-301 (2009).
76. Id. at 292.
77. See Drew, 259 F.R.D. at 455.
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of website terms and conditions can be a criminal offense. My kids
have certainly learned about the case in school. The Electronic
Frontier Foundation ("EFF") has presented proposals for change."
The U.S. government is open to change also, but seems to lean
toward more restriction. The government proposes to further
strengthen cybersecurity, and increase penalties for those who access
computers without or in excess of authorization."
Regardless of which direction one seeks in changing the CFAA to
change, one risk of putting the legislative wheels in motion in the
technology sector is that any revisions or changes to existing statutes
create new uncertainties and questions that courts will have to
address without recourse to consistent precedent.

The CFAA has

been amended six times since its original enactment in 1986.80
What can and should be done aside from legislative reform
specifically of the Computer Fraud and Abuse Act?
If we are most concerned about enforcement of ambiguous or
unconscionable contract terms, we should look to courts applying the
contract of adhesion doctrine more rigorously."' If the terms in and of
themselves are the problem, they should not be enforced by courts at
all, whether by contract, tort, or criminal law. If we are concerned
that too many contracts are formed impliedly on the Internet without
sufficient notice, we could require "click accept" mechanisms as a
condition for contract formation; perhaps even separate check boxes
with initials for particularly burdensome clauses. As a result,
companies would probably require consumers to click more on the
Internet, but I am skeptical whether the added clicking would
translate into additional consumer protections. Such changes would

probably not help defendants in cases like Drew or Nosal, or even
Aaron Swartz in any event, because the terms at issue in these cases
did not appear particularly unreasonable and the defendants probably
did click or sign something to indicate assent.
78.

Computer Fraud and Abuse Act Reform, ELECTRONIC FRONTIER FOUNDATION,

https://www.eff.org/issues/cfaa (last visited Mar. 25, 2013).
79. See, Dave Smith, Computer Fraud And Abuse Act 2013: New CFAA Draft Aims
To Expand, Not Reform, The 'Worst Law In Technology,' INTERNATIONAL BUSINESS

TIMES (Mar. 28, 2013), http://www.ibtimes.com/computer-fraud-abuse-act-2013-new-cfaadraft-aims-expand-not-reform-worst-law-technology-1158515#; see also Executive Order:
Improving Critical Infrastructure Cybersecurity. THE WHITE HOUSE, OFFICE OF THE
PRESS SECRETARY, (Feb. 12, 2013), http://www.whitehouse.gove/the-press-office/2013

/02/12/executive-order-improving-critic al -infrastructure-cybersecurity.
80. The United States Computer Fraud and Abuse Act of 1984 Summary, KELLY /
WARNER INTERNET LAW & DEFAMATION PRACTICE, http://www.aaronkellylaw.com/

computer-fraud-and-abuse-act-us-summary/ (last visited Apr. 7, 2013).
81. Lothar Determann, supra note 54; Maxeiner, supra note 54.
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If we are most concerned that private property owners can invoke
the heavy hammer of property and criminal law liabilities too easily
by defining arbitrary limitations or conditions on authorizations, we
can look to courts to require a nexus between the statutorily
protected property rights and the alleged excess of authorization. As
mentioned, courts have required such a nexus in the context of other
property disputes and refused to find copyright infringement where
licensees breached conditions but did not result in any excess use of
copyrights.' Based on this approach, courts should compare, in the
context of an "exceeds authorization" charge, whether the delta
between authorized use and excess trespass significantly affects
property interests.
For example, if a property owner invites a guest to come to an
election party on the condition that she voted for Democrats and the
guest shows up for good food and conversation even though she did
not go to the polls or if she voted Republican, the guest did not satisfy
a condition to authorization. Yet as a result, the possessory interests
of the homeowner protected by property law are not impacted and
the court should not find criminal or civil trespass. If the guest is
invited to drive over a property owner's land at no more than twentyfive miles-per-hour, the guest exceeds authorization if she drives
twenty-seven miles-per-hour. Yet, this also does also not significantly
affect possessory interests of the property owner, and courts should
not find trespass. A closer call might be if the guest is invited to come
over to pick one flower, but the guest instead picks two or twenty. If
the guest comes with a tractor and devastates the yard, it clearly
would amount to trespass, because the guest exceeded authorization
and significantly impacted the possessory interests of the landowner.
Courts have already transposed such views to computer cases,
such as where trespass to chattels was alleged by eBay against
eBidders in Intel Corporation v. Hamidi.3

Courts can easily carry

these principles over to the application of the CFAA and require a
nexus between access without, or in excess of, authorization and the
property interests protected by the CFAA. The term access in the
statutory elements-"accesses a computer without authorization or
exceeds authorized access"-can and should be interpreted in the
context of property law principles to require a significant impact on
possessory interests to a computer. Where it is difficult to determine
whether property owners' interests are significantly affected, courts
82. South Park, supra note 58.
83. 71 P.3d 296 (2003).
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can look to the steps that property owners took to prevent the access;
trespass on unimproved land is a misdemeanor only if the trespasser
crosses a fence or 'no trespass' signs." Similarly, courts could look to
whether computer owners implemented technological access
restrictions to prevent a particular intrusion that the property owner
claims is without, or in excess of, authorization." Cyberbullying
impacts legitimate business interests of social media platform
operators, but not their possessory interests to the computers on
which the platforms run. Whatever Lori Drew did on MySpace, it
was not about taking information or damaging MySpace's computers
or software." Lori Drew did not circumvent any of MySpace's
technological access protection measures.
In cases like Nosal and the prosecution against Aaron Swartz, the
alleged access to information did affect interests commonly protected
by property laws, because the defendants took information. It seems
questionable, though, how significant was the impact of the access as
such was on property interests. To determine significance, courts
could look to whether the defendants had to crack technical
protection measures to access the information. In Nosal, employees
apparently breached duties arising from the employment relationship,
but they used employer-issued passwords to access the information,
and did not affect the operation of the computer or its technical
protection measures."
From the perspective of property and
possession, the access to computers looked exactly like what the
computer owners had authorized. The breach of authorization
conditions did not bear a significant nexus to property interests in
computers. Thus, many concerns regarding the CFAA could be
alleviated if courts emphasize the property law context of the CFAA
and require that exceeding authorization results in access that
significantly impacts property interests in computers.
If we are most concerned about the criminal law aspects of the
CFAA, let's not forget that the government has to prove intent in the
criminal context. Civil breach of contract claims can be founded
more easily on implied acceptance, but for a criminal charge under
the CFAA, this would not be enough."
CAL. PENAL CODE § 602(h)(1) (2012).
85. Kerr, supra note 38.
86. Drew, 259 F.R.D. 449.
87. Id.
88. Nosal, 642 F.3d 781.
89. Id. at 790. The Government acknowledged in the Nosal transcripts that most
users don't read Facebook or Twitter terms and that therefore intent could usually not be
proven.
84.
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Aside from these CFAA-specific transformation needs and
options, my greatest personal concern regarding the tragedy at hand
is broader and relates to the manner in which criminal justice is
delivered in the United States. The great range of criminal penalties
in the CFAA (one to twenty years imprisonment), and more
generally in U.S. criminal statutes (Bernie Madoff serves a 150 year
prison sentence for a non-violent crime),' is shocking to a European
immigrant like myself. It is perhaps as shocking as it was to
Americans when in Norway, a mass murder who killed seventy-seven
people could not be sentenced to more than twenty-one years in
prison as a matter of Norwegian law. 91
Even if one agrees with extremely long prison sentences in
principle, I am still uncomfortable with the huge discrepancies
between maximum sentences threatened by law against those who
refuse to settle-because they claim they are innocent, and the much
shorter sentences offered in plea bargains for those who do settleguilty or not. Aaron Swartz was apparently offered a deal involving
six months in prison if he settled, and a threat of ten years in prison if
he did not. Initially, the government had issued a press release in 2011
saying that Swartz "faces up to thirty-five years in prison," then piled
on charges that added up to a maximum of fifty years, while expecting
a ten year sentence in the case of a conviction after trial." It seems to
me that if a crime warrants a ten year sentence, the government
should not be able to bargain for six month sentence, and if it
warrants six months, the government should not be permitted to
threaten ten years. Perhaps there should be some discretion to allow
compromise in the interest of prosecutorial efficiency, but a factor of
twenty seems excessive, and threatens to compromise justice.
Also, as a matter of due process and equal protection, the
government should not be able to use broadly worded and rarely
enforced statutes to single out and prosecute a few defendants for
crimes selectively if, as a routine matter, it leaves the same deeds
unpunished. This concern applies with respect to many laws,
90. Diana B. Henriques, Madoff I Sentenced to 150 Years for Ponzi Scheme, N.Y.
TIMES (June 29, 2009), www.nytimes.com/2009/06/30/business/30madoff.html?pagewanted
=all&r=0
91. Norway massacre gunman Anders Breivik declared sane, gets 21-year sentence,
NBC WORLD NEWS (Aug. 24, 2012), http://worldnews.nbcnews.com/news/2012/08/24/
13448753-norway-massacre-gunman-anders-breivik-declared-sane-gets-21-yearsentence?lite.
92. Timothy B. Lee, Aaron Swartz and the Corrupt Practice of Plea Bargaining,
FORBES.COM (Jan. 17, 2013), http://www.forbes.com/sites/timothylee/2013/01/17/aaronswartz-and-the-corrupt-practice-of-plea-bargaining/.
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including another statute that was asserted against Aaron Swartz,
namely the Federal Wire Fraud Act." The Wire Fraud Act can be
used to bring criminal charges against anyone who uses the Internet
or a phone in furtherance of any other crime, including making plans
to smuggle liquor into other countries by car without paying foreign
taxes. 4 That is too reminiscent of the Russian saying "show me the
man and I'll find you the crime."" The United States is a young
country, and not too long ago, it was common practice in the Wild
West to make examples by lynching one malfeasor while letting
others go completely unpunished.96 Notably, in Drew, the court
addressed this concern and applied the void-for-vagueness doctrine to
the CFAA because the government had not previously interpreted
and applied it to prosecute violations of website terms of use. Of
course, the publicity around the recent cases may play its part in now
putting everyone on notice of the U.S. government's views on this
point. In the last few years, the U.S. government has increasingly
stressed that it wants to curb attacks on cybersecurity. Therefore
there is no reason to be particularly optimistic regarding legislative
transformation towards softening the CFAA.
Those who hope for transformation in this direction may be
better off focusing on what is in reach and look to U.S. courts to:
Require under the CFAA a reasonable nexus between any excess
of authorization by breaching or exceeding contractual terms and
an impact on property interests protected by the statute
Raise the burden of proof for showing intent regarding exceeding
authorization as a basis for tort claims or criminal charges in
situations where people do not usually read or understand terms

93. 18 U.S.C. § 1343 (2012).
94. See, Pasquantino v. United States, 544 U.S. 349 (2005). Defendants were
sentenced to four years and nine months prison for smuggling liquor purchased in the US
to Canada, by car, without paying Canadian excise taxes (in cases the Canadian
government did not pursue).
95. See generally The Criminalization of Almost Everything, THE CATO REPORT
(JAN. 2010), available at http://www.cato.org/policy-report/januaryfebruary-2010/criminal
ization-almost-everything. (Quoting Lavrentiy Beria, the chief of Soviet security and
secret police under Joseph Stalin during World War II).
96. See, R. MICHAEL WILSON, FRONTIER JUSTICE IN THE WILD WEST: BUNGLED,
BIZARRE, AND FASCINATING EXECUTIONS (2007) and MARK TWAIN, ROUGHING IT.
(1871).
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Address the problem of procedurally or substantively
unreasonable contract terms with heightened notice and
conscionability requirements under established doctrines like the
contracts of adhesion doctrine
Curb and sanction unfair prosecution methods, excessive threats
of fines, and singling out defendants under broadly worded and
rarely enforced statutes.
Online as offline, the government has to respect, protect, balance,
and curb freedoms of property owners, freedom of contract, and
other individual freedoms and interests. Internet freedoms need
protection from many threats, including from computer abuse.
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